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RMKS/1. THIS NIA PROVIDES THE STANDARD PROCEDURE FOR LOGGING OFF,

BUT NOT POWERING OFF THE COMPUTER, FOR UNCLASSIFIED NMCI SEATS AT

THE END OF THE NORMAL WORK DAY.  THIS PROCEDURE SUPPORTS THE

AUTOMATIC SOFTWARE DISTRIBUTION PROCESS THAT NORMALLY OCCURS AFTER

WORK HOURS.  REF A ESTABLISHES THE USE OF NMCI INFORMATION

ADVISORIES (NIA) AND NMCI INFORMATION BULLETINS (NIB) TO PROMULGATE

NMCI POLICY.

2.
THIS NIA IS A JOINT NAVY - MARINE CORPS NIA.

3.
BACKGROUND:  NMCI IS AN ENTERPRISE SERVICE PROVIDED THROUGH A

CENTRALIZED MANAGEMENT PROCESS.  AS PART OF THIS SERVICE, THE

INFORMATION STRIKE FORCE UPDATES OPERATING SYSTEMS AND APPLICATIONS

INSTALLED ON NMCI SEATS TO KEEP THEM CURRENT.  UPGRADES,

REPLACEMENTS AND PATCHES FOR THE SEAT SOFTWARE ARE INSTALLED BY

AUTOMATICALLY PUSHING THE CHANGES TO SEATS FROM THE NMCI NETWORK

OPERATIONS CENTERS.  TO RECEIVE PUSHES, IT IS ONLY NECESSARY FOR THE

SEAT TO BE POWERED UP AND CONNECTED DIRECTLY TO THE NETWORK.

A.
SINCE PUSHES CAN CONSUME LOTS OF BANDWIDTH AND THUS MAY CAUSE

NETWORK PERFORMANCE TO TEMPORARILY DEGRADE, PUSHES ARE TYPICALLY INITIATED OUTSIDE NORMAL WORK HOURS.

B.
SOFTWARE UPGRADES CANNOT BE PUSHED TO SEATS THAT ARE SECURED AT

THE TIME OF THE PUSH OR ARE RECEIVING NMCI SERVICES VIA THE REMOTE

ACCESS SERVICE (RAS).  IN THESE INSTANCES, THE PUSH AUTOMATICALLY

OCCURS AS SOON AS THE SEAT IS DIRECTLY CONNECTED AND POWERED UP.

C.
IT IS NOT NECESSARY IN MOST CASES FOR USERS TO SHUT DOWN THEIR

SEATS WHEN SECURING FOR THE DAY TO CONSERVE POWER.  NMCI SEATS CONSUME MINIMAL POWER WHEN IN SLEEP MODE, WHICH SEATS AUTOMATICALLY ENTER 15 MINUTES AFTER NO ACTIVITY, WHEN EITHER LOGGED ON OR LOGGED OFF.

4.
PROCEDURE:  UNLESS SPECIAL CONDITIONS EXIST THAT WOULD

NECESSITATE POWERING DOWN THE UNCLASSIFIED SEAT, THE NMCI STANDARD PRACTICE FOR UNCLASSIFIED END USERS IS TO LOG OFF, BUT NOT POWER OFF THE COMPUTER, WHEN SECURING FROM DAILY ACTIVITIES.

A.
LOGGING OFF DOES NOT JEOPARDIZE NMCI SECURITY AND IS CONSISTENT

WITH APPROVED NMCI USER PROCEDURES.  LOGGING OFF MAINTAINS AN

ELECTRONIC CONNECTION TO THE NETWORK WHILE DISABLING SPECIFIC USERS

SERVICES SUCH AS EMAIL, WEB BROWSING AND SHARED FOLDERS.  OTHER

PERSONNEL CANNOT ACCESS NMCI SERVICES AT A LOGGED OFF SEAT UNLESS

THEY PROPERLY LOG ON.

B.
SHUTDOWN DIFFERS FROM LOG OFF IN THAT THE POWER TO THE SEAT IS

TURNED OFF DURING SHUTDOWN.  SHUTTING DOWN IS NOT THE NORMAL PROCESS

TO SECURE AN UNCLASSIFIED NMCI SEAT.  THERE ARE TIMES WHEN IT IS

APPROPRIATE TO SHUT DOWN UNCLASSIFIED SEATS AT THE END OF THE WORK

DAY.   FOR EXAMPLE, IF THERE IS A PLANNED ELECTRICAL OUTAGE AT A

SITE OR THE POWER TO A SITE IS ROUTINELY SECURED AFTER NORMAL

WORKING HOURS.  IN SUCH CASES,

COMPLETE SHUT DOWN IS WARRANTED AND APPROPRIATE.

C.
LOCKING THE SEAT ALSO DIFFERS FROM LOGGING OFF.  WHEN A SEAT IS

LOCKED, AUTOMATIC PUSHES TO THAT SEAT ARE NOT PERMITTED.  USERS

SHOULD NEVER LOCK THEIR SEAT AS A MEANS OF SECURING THE NMCI SEAT

OUTSIDE NORMAL WORKING HOURS.

D.
CONTACT THE NMCI HELP DESK TO ANSWER QUESTIONS REGARDING THE

PROPER LOG OFF PROCEDURE.

5.
THIS PROCEDURE APPLIES TO UNCLASSIFIED NMCI SEATS ONLY.

DEPENDING ON THE LOCATION OF THE CLASSIFIED SEAT, LOCAL PROCEDURE MAY REQUIRE POWERING DOWN AND SEPARATE SECURE STORAGE OF THE HARD DRIVE.  FOR CLASSIFIED SEATS, FOLLOW LOCAL SITE POLICY FOR SECURING SEATS AT THE END OF THE WORK DAY.

6.
THIS NIA WILL REMAIN IN EFFECT UNTIL CANCELED OR REPLACED.  THE

FOLLOWING NIAS AND NIBS REMAIN EFFECTIVE:  NIA 01-03, NIA 02-03, NIA

03-03, NIA 04-03, NIA 05-03, NIA 06-03, NIA 07-03, NIA 08-03, NIB

2A, NIB 2B, NIB 3A, AND NIB 4A.//
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